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sADMNA SAHAKARI BANK LTD. i CUSTOMER PROTECIION FROM FRAUDULENT AND FAI(ED EI.ECTROMC TRANSACIONs POUCY

Regulatory and Standards Reference Register

R] Reserve Bank of india
RBr/2017-18/r 09; DcBR.BpD.(pcB/RcB).cir.No.06/1 2.05.001/20r 7-r 8

dated 14 December2017
Limiting liability ofcustomers of co-op€ratlve banks in
unaLrthorised electronic banklng transactions.

R2 Reserve Bank oflndia
RB!,2019'20/67i DPss.Co.PD No.629/02.01,0'14/2019-20 dated 20

September2019
Harmonized TAT and suo motu rompensalion for failed
l, dnsd(tions us'ng d.rlhor'spd pdyrenl sylter!.

Ii3 Reserue Sank of Indra
RSI/2020-21/21; DPSS.CO.PD No.1 l6/02.1 2.004/2020-21 dated 6

August 2oz0
Online Dispute Resolution system for diqital pdyments.

Reserve Bank of India Reserve Sank - Integrated OmbLrdsman Scheme,2021, as amended
Externalcost free redress where ihe Bank does not
satisfactorilyresolve/replywithinlhe prescribed period.

R5 Reserve Bank oflndia Maner Circular on Customer Service UCB5 dated 1 luly 2015
Complaint acknowledqement, customer servlce
qovernin(e. display, rnonitor nq .nd audit.

RrJ Reserve Sank of India
NEFT / RTGS procedural requl.ements and FAQS; compensation for
clelayed crcclit/rEtum

Penal interest at current RBI LAF Repo Rate plus tlvo
pcr.ant in rppli.able delayed NEFI/RTG5 sit..ratlom.

RF<prvp Bank ni lndia lvlaster Dire.tions on F.aud Risk ManaOement in Regulated Entities,
2024, ancl FAQS dated 22 April2025

Board governance, earlyv/arning, trdnsaction mon toring,
fr.r!d .eport nq, rnvestiqation and ac.ounrabr ity.

R8 Reserve Bank of Indra KYC Dire.uon, 2016, as amended
Ongoing due diligence, risk-based transaction monitoring
and d€te.tion of mule/unusual accounts.

R9 qeserue Bank of India
Comprehensive Cyber Sr.uriry Framework lor P, rmary UCBs A Customer informaiion prot€ctio11, tranlaction nronitori g,

inardeni.espcn9e, lcgging Bnd chsnnel securiry.

S1 I5(]
ISO 10002:2018 - Quality management- Customer satisfaction -

Guidelines for complaints handling
Accesslble complaint process, management involvement.
a na lysis, a ud it a nd contin ual improvemen!.

s2 rso l5O 10003:2018 Customer s.t sfartion Guidelines for dispute
resolution exlernal lo orqan lalions Erternal dispute resolution prln.iples.

53 ISO ISO 31000:2018 - Risk management - Guidelines Inregraied fraud/cusiomeFprote.tion risk rnanagement.

54 rso / rEc tSO llEC 2700112022
Information security, event/inrident manaqemeot, logqing,
evidence, supplier and access conlrols.

55 ISO / IEC ISO IIEC 27101:2025
Privacy management and protection of personaldata
durinq complaint investigation and sharing.

Ref. adhority/ rtandard ln3tflrft€ni/ editior
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Statement
Sadhanasahakari BankLimitedshal protect customers from oss ar s ng from unauthorised electronic banking transqlct ons
and fal ed payment transaclions throuqh prevent ve contro s, real tirne monitor ng, rnandatory transaatlon a erts, s riple 24x7
reportnq, mmediale conla nment, ev dence baseai iab ty dete.m nat on, prompt sh.rclour reversa , suo motu aompensat on,
fairgrievanceredressa and Board oversighL. Customer abi ityshal neverbepresumedmereybecausevaidLredentaswere
used; the burden of prov ng customer rablty ies on the Bank.

CUSTOMER.FIRST PRINCIPLE
The Bank shall apply the most cLrstomer-protective outcome that is consistent with the facts, RBI directions ancl the integrity of the
investigation. Where evidence is inconclLrsive, a Bank/system/third-party weakness Is present, transaction alerts or reporting
channels failed, or the Bank cannot prove customer negligence, the customer shall not be held liable.

2. Bank Channel and Operating Context

c85 Vtrtla Ga axy CBS on EsD5 cloud uth Ora.te t9c.
Custorneraccount, bala.ce, aud r trai .nd reversalinreqrlry nrlst b.

LJPI/IMPS/NF5/ATM S.rv.tra.nd spoisor b.nk / sub.member atrangemerte Bank remains accountable to the customer whlle coordinating with
swltch/sponsor/particjpant.

NEFT / RTGS S!b member throuqh sponsor bank aranqemenr. TAi, re!!rn, pe.alinterest,rraceabllityandsponsorescalatonmusrbe

Customerfacin g applkarions : re integratedwrth cBs and Onboarding, device/auihenrication, mits, alerts, fraud monitor ng and
complaint.ccess are cr tical.

SECEON SOC, For0n€t, Harmony EDR se.r.na PAM, AD,
DLP and da.k web monitoring.

Frrud lnvestLg.rr ons sh.ll use s€.!nty an.l rransa.rion evidefce w rhour
!e a!.!1.lstomer rellei

23 branches plus Head Off ce.
Hom€ branch and allnotlfled reporting channels mustacceptand promprty

ESD5, V rrualGalaxy, Satu.rrr +onsorba.k oErrtl.trrd aonfti.ts and escal.rr on marrices musr support evidence, blocking, reversat,
re.on. rnon an.l IAI.omp ia..e.

3. Purpose and Objectives
Deflne customer rights and obligations for unauthorised electronic transact ons, failed transactions and retated cligital
payment grievances.
Provide immediate, accesslble and auditable reporting and conra nrnenL across website, phone, SNIS, ema , IVR/to -free
and branch channeis.
Implement RBI-prescrlbed zero/limited-liability rules and a clear Board-approved rule for repons .eceived beyond seven
working days.
Ensu re shadow reversal within 10 working days and final liability determination within a maximum of 90 days for
unauthorised electronic transactions.
Ensu re system-driven TAT and suo motu compensation for failed authorised payment-system t.ansactions.
InLegrate fraud monitoring, KYC/AML vig ijance, mule-account detection, cyber incident response, ODR, sponsor/switch
coordinatlon and customer communication.
Provide transparent grievance escalation and access to the RBI Integrated Ombudsman Scheme where app icaD e.

4. Scope and Applicability
Remote/onlinetransactions:mobilebaffi/API-enabledtranSactionsandapplicable
electronic fund transfers.
Proximity/face-to-face electronic transactions: ATM, pOS, card-present, eR or mobile-based payment where a physical
instrument/device is present.
Failed transactions where an account is debited but the beneficiary/merchant/customer does not receive the intended
result within the applicable payment-system rules.
All savings, 8SBD, current, cash-credit, overdraft and other eligible customer accounts and cards covered by RBI directions.
All Bank departments, branches, channel teams, customer service, grievance officers, IT/SOC, internal audit and third-party

lnternalUse Only
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An unaLrthor sed uansacuon snot!hesameasafailedtransaction,Anunauthorisedtransactionrequiresliabilityas5essmentand
customer protection under the 2017 ao operative-bank circular A failed transaalion s one where a genuine attempt d d not

I complete as expected and is governed by the payment-system TAT/compensation framework. Both may arise in the same incident

I and shall be handled under the stflcter applicable requirement.

5. Definitions

Lrriurhor s.d :le.r/.n . t/;.s:.t cn
/\. e e.rro.r. debit/transacrion nor authonzed by the .usromer, rn.ildrng a tr:r!a.r,.n ar !rn! from b:.k nef.ren.y. nrtrd
prrl,/bre.ch orcustor.ercredenna .ompromrse

** d"f*".y / *g{q""* c"",i!ltiy: n"."'l .1:l"rl:i!*l:lb"lu",",,,.q.reportins.hm.erorse.uityl rure attibut.bre to the Ban.(

Abre.chwhereresponsbilityliesneitherwiththeBanknorthecusromer,buielsewherernthepaymcnie.csrsr.m

Acu5tomeractoromrssionthrltheAa.kproves,onevlde..e directly c.used o. enabled thetransactlon, such as knowrnqly
sharing. PIN/password/orP or approving a transaction:fter.lear warn n9 Useofvaldcredentalsaonersnotproof.

CommJnr.rr on of transa.tion
IheS\i5, em.il, app nolification, rratementor other Bank .onrmunicaiion by which Ihe customer rslnformed or lhc

l*.-,* Working day ofthe customefs home branch the date of re.eiving transaction .ommurication is excluded for liability

P.ovrsronal .redir of the disp!ied amount, !alue dated ro (he unautho.ised transaction date, withoutwaiting fo.insuran.€ or
inrcr pa(y 5et! ement

A transaction that did not tully complete due to a reason not attributable to the customer including debitwithout receipt of
cash, credit or merchant conlirmation,

T caleDdarddteoflherr.Fs..t.n!nlesethereler;.tp:yment.sy!i.mruledefinesothefrise.

ODR system dr vef, .ule.based on nc drtp!rc rc! utrcn nreclranrsm wrth u ero or m

A.ustomer re!! re! ind oonal [!,;ti ].r a!. lo i.1., di5rh r'/ ., dig ralirter..y, language, frnancial distress or other

customer Prote.tion Revis
Eank .o mmittee authorized it to make evidence-based liability, waiver and systemk-corrective decisions.

6. Governance and Accountability

Board resolurion and periodi. review.

I fi /cusromerserv,ce /Rrsk

Prin. p. Nodd / Gr cvdncc

Serior Marager- Payment

II/ soc / Frrud Monrtor n9 SIEM/appLication logs !nd nvestigation note.

cBs / operat ont / F nan.e

Third parties/ sponsor bank

Approve policy, beyond seven d.y I ib I rr tu e ..mpe.r:r o. rrnnrework and risk
appetite; review trends and system cconvo mpr.venrenls,

Review fraud/ unauthorised transactio. volumes. chann el trends, TAT breaches,

compensation, root causes and rem€diation,

Ensure resou.ces, fair .usromer outcomes, matena I es(alation, regulatory/sponsor
coordindt on and resolution ofsystemic issues,

Escalation decisio.s a.d acaon appro!als

Own customer escalation, reasoned responses, ombudsman coordanatlon and
complaint regrster, responses and escalaton.

own .ha nnel controls, swrtch/sponsor escalitlon, disputes, rever5a s, reton.iliatlon
chan.elcase recordt..n re.or. !r cr

Accept compla nt5 from any notiiied channel, register rmmed.tely, .cknowledge Comp arnt number, i mestamp nnd.ustomcr
assist vul.erable customers and prevent funherloss. I communication.

Preserve ev den.e. block/contain, monrto r rransa.uo.s, analyses devicetlogs and
5uppo11 n!e19ar o n ,rirho!t delaying provrsronal(ustomerrelref.

Proces5 sh.dow/finrl.redits, value d.ting, inreresr/compe.sario. and a(ounrCL CBSenrries, author zarionand edger
re.o..ilraoo. i reconc ltrt on.

Provide evidence, trace, blocking, r€versal, dispute, settlemenl and nrnely I 
llcket5. acknowledgements and partner

es(alatio^.rnde.SlA I records

Revi€wallunauthorisedtransactioncases,customertiabilitydecisions,TAT.
compe.sation and systemic fixes,

Audt report and. osure v. d.t on

A..orlll.blllty

Quartery dashboard a.d m nltes.

cEo

Branch M anager / cuslomer

Only
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7. Preventive and

5t\,1S transaction alertsare mandatoryi emaiUapp alerts shallbe seniwhere registered/avaitable Aten faitures shaI be monitored
and treated as a possible Bank contro deficiency.

I 
Ihe Bank shallma,nrarn dynamrc kaud detection and prevention using vansa.rion vetocity, amounr, beneficiary, devke,

I 
geoloLarron. accou.r behrv.or. mule indic.tors. rppeared .aitures and or^e.1sx 

'l9nats
R sk b.sed ongo ng monLtoring tha ident fy un!su. act viry, non-KyC riek, rap d pass.through, benef .iary .on.enrrarion afd
potenr.l money'mule accounrs.

a!srcnrer erablemenr, beneficlary.ddit on, timlt change, device b ndtng, credennat reser;nd h 9h.. rk :r.rr!r.! on.hin!re, ,ha b.
o!lqed and subJect to coollng/s!ep up controts where appIcabte,

t(tClAMLmonrloflno

8. Mandatory 24x7 Reporting Channels

Stronq customer authentication, secure credentiallifecycle, device/session controls, risk-based srep-up and traosaction timirs shal
be applied according to <hannel nsk.

soc, firewall, EOR, PAM, DLP, applicatio.anddatabase,ogs shattsupport preveotion and investigation;cyberincidents shal be

5ponsor/switch/vendor conracis shaLl define 24x7 escatation, evLdence, blockrng, reu",rut,.n.on.iLi",io,r rar .n,t . .t"n,

Repeat€d advice shall cover OTP/PIN/password secrecy, screensharing/ remote-access appr impersonation, phi.hing, U pI co ect
requestt QR scamsand immediate reporring.

Makerchecke.,role'basedaccess,monrtori.gofslaffacco!nrs/tr.nsa.tionsandnoaitcrrrion/suppreseonofcomptarnru.i3...

Reporting, blo.k ng, rcvcrln a.d complani ha.dl nq sh. rem.rn avaiable dunng.hanne /synem o!r.qe thro!qh i tcrnate

24xTreponingor!na!rhor 5edrrans.c!or..ar.1lde!r. oss.ndi.i!n .i
.e.ording^icket creai on,J rere avail!L e

Customerssh.llbeabletoretponddirecUytotransa.ronalerrswheretcchnicatysM5 repy/sho.t.ode

Dedi.ared monltored mailbor ,, rh autonrar. .r.k..r en!rmc.t and r rker.!mber.

Orrect prom nent Ink on home p:qe specifica]ty for unalrhor sed e c.rron .

In-app rcport/block/dispute o puo n whcre avaibbte, no comp.r ni! 9:non.

Slmple menu ior mmedlate cardlchannel blocking and comptatnr reqistrarion

Brdnch shallaccept (omplaints, assisr cusromer, rsr!e dck.owtedgemenr aod
immediaieLy ale.t cenlral leam.

Accepted w thout prejudice to iasterconta nment;timestamped and regislered.

NO CHANNEL REFUSAL

A complaint shall not be relected or delayed because the custorner approached a branah other than the home branch, used a
different notified channel, lacks a police complaint, has not contacted the merchant/sponsor/switch, or cannot immediately provide
every supporting document. Containment and registration shallcome first.

9. Complaint lntake, Acknowledgement and lmmediate Containment

Regkter u nique (omplaintkase number; capture receiptchannet, datetime,
customeraccount/channel, disputed tra nsactions and co ntacr detaits.

Branch/customer sedicej rlcker

A(know edge.omp, nt rhrouqh SMS/emar /pn.ted ack.ow edqement and .d! s..!(omer of

Elock affected card/channel/device/beneliciary orappty protecrlve r€striction as appropriate;
Ch.rne /aBs b o.k re.o,d

Withrn l0 m nutes for Norfy payment chrnnel/fraud reem and sOCi presetue rpp t.arron, .!thenr.anon devi.e, .,....r'^o t -nd .d.(1_ onloo. Et{e and evidence hord.

!'* Y --.,]

Man.latory rcquir.matr

InternalUse Only
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V! th. lbLtnessday

tr-t a ,a -.1"r, d"yt

L wthrn Board/RBl omeline

11. Customer Liability Framework

11.1Zero liability
. Where the unauthorised transaction occurred due to cor'lt.ibutory fraud, negligence or deficienry on the part of the Bank,

rrespective ofwhen the customer reports lt.
. Where a third-party breach Lies neither with the Bank nor the ctrstomer and the customer reports within three working days

of receivinq transaction communication.
. Where the Bank cannot prove customer liability, transaction aleats/reporting channels failed materially, or evidence was not

preserved due to Eank/vendor failure.
. Any post reporting unauthorised loss after the customer notified the Bank.

11.2 Limited liability - report within four to seven working days

A I other Sav nqs Bank a..ounts

Prep.id payment instruments and q ft cards, where appl.able

C!rent / Cash Cred t / Overdraft acco!nts of rvlSMEs

Indlvid!a Current/CashCredit/Overdraftwlthannualaveragebalanceorlimitupto.25 akh

Creditcards with limitup to a5lakh, ifapplicable

Initialtrageiunauthorised. failed, customer induced/scam, duplicate, merchant dispute,

service ssue or cyber incideft; identiry poientia I widesp read exposure

Intiare sponsor/switch/b€nenciary-b.r k trace. furd hold/recall a nd dispute workflow where I ^reasibte. 
''"- .'-- 

| 
Panner ticket/reference.

Provide cusromer wirh case status. provrsro.al Lldserlcation and addrnonalin(ormarion reouest | -
limiiedto whatis n€cessary 

'- -'---- 
| 
Customs rcmmunication'

Completeshadow reversalforeligiblezero/limited-liability unauthorised trantaction cases. CBS credit andvalue date.

aombl.re reason€d Iabrhu de.reon frnal com oensdr o n an d clos Jre, roI e\.aedino qo davs for L
Aooroved deciton and dosure letter.

201/ crr(ularca<ei. I

10. Classification of Customer Cases

system/process/cmployee/vendor ra 1ure. alert/reportrng faLlure

security.ontrol t.ilure.
zero customer li.bilityi rmmedlate prot-".!Dn afd L.re.n!e

Payhe.t e.osystem brea.h w th.o B.nk/cu5toher fault
Zero orllmlted liabllatybas€d on reporting time; shadow

Prove. knowing d sdosure/approval or.o.d!crdlre.lly enabitng customer bears lossonLy unt lrepo( nqj Bank be.ri port
.eporting Lossj wa ver m.y be gra.ted.

social engineering / customer
Cusromer rr'is de.e ved r.to authonzrn9 P3yment

Prompt tracingrecall, fraud investigation, empathetic
handling and case-specific l€galhcheme treatment; do not
misclassify as tailed transactior.

Debit oc.u(ed blt..eh/.r.1 tin..r.h.nL.oniirhalion.ot re.e !en
Auiomar. reveEaland slo motu compensauon under RBI

[4e(hant/5ervi.e disp!te coods/service/quality dispute where transaction itself was Appli(able .ard/UPI dispute or gr evance process, not
unauthorised i.blliqT pro.ess unless fraud ex sts.

oupicate / e(oneous debit Iechnicalor processrn! 9, or
lmnediate correcton u.der paymenr rules.nd cusromer

Acco!nt takeover / cyber credential/devtce/app compromise, slM swap, malware or customer protectlon plus cyber in.ldent respo nse a nd
broader exposure assessment,

All other CLrrrent / Cash Credlt / Overdraft accounts

Only
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iriadatory a.don

Ca!. typ! Pdn|ary polLy t e.rnEnt

irarlnum clstom.r ll.blllly:
low€r of thrBaction valua or

a5,000

.t 0,000

rr0,000

.r0,000

{t 0,r100

a10,000

a25,000



1-1.3 Board-approved treatment - report beyond seven working days

BANK POTICY FOR REPORTS BEYOND SEVEN WORKING DAYS
where responsibility lies neither with the Bank nor the custorner and the customer reports aFter seven working clays, the Bank shall
ordinarily cap the customer's liabillty at the 5ame aacount-type limits shown above, and never above the actual loss oacurring
beiore nOtification. The Customer Protection Review Committee may waive the liability lully Or panly baSed on cLrStOmer
vulnerability, alert delivery, clari5/ of customer communication, fraud sophistication, evidence quality, promptness after actual
drscovery, systen'r weakness and equitabre considerations. Any ross after reportrng is borne by the Bank-

11.4 Customer negligence

' \r'/here lhe Bank proves lhat oss occurred due to customer negligence, the customer beaas actLra oss on y up to Lhe t me
of .eoortinq; any oss after reporting is borne bythe Bank.

' The Bank may wa ve customer liability fully or partly even in customer-negligence cases, particu arly for vurnerab e
customers or sophlsticated impersonation/fraud.

' The use of a correct PIN, oTP, password, device or biometric is re evant evidence but is not, by itsell conc us ve proof of
neq qence or informed authorizatjon.

' The nvestigation shall distinguish voluntary informed authorization from cleception, coercion, remote-device takeover. slM
5\,!ap, ma ware, spoofed commLtnlaation or unauthorized account access.

12. Liability Assessment and Burden of proof

13. Shadow Reversal, Value Dating and Final Resolution
l. on notitlcation, the Bank shall credit the shadow reversal for eligible zero/limited-llability unauthorised transactions w th n

10 working days, without waiting for insurance, sponsor-bank or beneficiary_bank settlement.
2. The cred t shall be value-dated to the date ofthe unauthorised transaction
J. For a deb t card or bank account, the customer shall not suffer loss of interest. Where a credit-card product is app cab e,

the customer shall not bear additional interest bu.den.
4 The comp aint shall be resolved, customer liability established and compensation completed within the Board-approved

I mel ne and n no case later than 90 days from receipt.
5 ll the Bank cannot reso ve oT determine liability within 90 days, the prescribed customer protect on sha be prov ded

..rNed ate y.

Any recovery from third parties or insurancEYftFffiffi{iit_llfd6ffiCf;rlftliiiiieconcited separatety and shalt not detay or
reverse legitimate customer reliei
A provisional credit may be adjusted only after a reasoned, approved decision, prior customer notice and compliance with
RBI directions; no unilateral debit shall be made merely because a third party rejected a claim,

W.s SM5/email/.pp alert gerer.ird ind de !.r.dr,ra!,rpo( n!r merh.d..,r17 Alerr/reporring f.irure may constirute Ba.k defi cien.y

Whattacto6 were used? Any reset, device change, stM dhange, n* benefiriary, unusuat
login or step-up tarlureT Va id.rede.nals alone do.or prove.unomertau r.

Amou.t,lelooty, rme, beFer.,rry qeoto..tt.i/apvr: nonr r .!nomer !ihr!.r jnd Fail!.e of reasonab e frald monirorng shat be

Applr.aaron swt.h,spofso. CBS, APt, networkan.l se.ur ry loqsrk.own in.donr or

what inrormat on/adion was know nqty shr.ed/rppr.vea i r.t trhir fldnr.gs wer.

Missin9 evldence due to Bank/vendorfaIurc shaI not
Prejudke the cusromer.

NegliqencemustbecaLsalyconne.red!.d p.oved

Date^ m. or (ransad on communtratio andr6rcltromernoar.anon: home bLrn.h Liability window calcutated precisety; recelpt dare

was the.ardlchan.el/...o!nt b o.red.nd we.e tLrher rransa.nons .r,re.ie.t) Post repoft nq oss s born. byBank

sponsorswl(.h/benen.rary.ba.krra.e,revers.t,fund hordandevdence. Inter party de ay sha not postpo.e cusromer r€lief.

___l

Minlmh irudg.drn GlbmFpEdon ru|.

l.5ra<D
i(":lrJ
$ts J;j

Use Only
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ATM A..ount deb ted but.ash not dispensed,

card debited but beneficiary card not credited. F',.-",",*
al00per day of de ay.

Ac.ounrdebited butmerchantcontirmaton not recerved. r + s.a endardays

Account deb led but merchantsystem does not receive

IMPS

tr**"r"",r"y*,,t

r* I o end* d:V-,_

I+5cJlenda'dayt

.r 00 per day ol delay

.100 per day oi delay

Ac.o!nt debit.d butbeneficiary notcred ted.

A.counr debrled burcash not drspensed.

aadhaa Paymentardqe 0elay ncreditingbeneficlaryac.ount,

Deay ..r.dt nq benefic ary or revers.lofdebt

Belefi.aryppl.or(edrLed/r'drsfer.otconpleted. l_' lcalfl da'dd/

PPI ner.hanrvansacton PPI debit€d but me.chant co.flrma(ion not receved.

The following RBI outer limits shall be automated and monitored. The Bank and its service providers shall endeavor to resolve

earlier. Compensation shall be credited suo motu without waiting for a customer claim.

The rnat.ix shall be rev ewed against the latest RBi/payment-system operating .u es. Where a Later scherae crrcular prescribes a

shorter TAT or h gher compensation, lhat requircment shall aulomatically apply.

15. NEFT and RTGS Customer Compensation
. For NEFT, if the tran5act on is not credited or returned wlth n tu",o hours after lh," relevant batch settlement, penal interest

at the current RBI LAF Repo Rate plus two percent sha be paid for the de ay per od, without waiting for a ciaim.

. For RTGS, where a falled payment s not ret!rned with n the irpp icable per od, lhe oiginaling customer is eligib e for

compensat on at the current Repo Rate p Lls l!,!o percent for the delay.
. Sponsor-bank/sub-member dependence .loes nol remove Lhe Bank's oc iqation to track the tran5aation, communicate with

the customer and enSure appllcable compensatlon.
. Compensation aalcu ation, va ue date, authorizat on and GL/account reconcillation shail be independentLy checked.

16. Online Dispute Resolution and Digital Complaint Access
The Bank shalL provide access to ODR for digital-payment disputes through its own or the relevant payment-

system/sponsor arrangement.
The ODR mechanism shall be transparent. rule based, user-friendly and require zero or minima! manual intervention for

standard failed-transaction cases.

Customers shall be able to Lodge disputes through multiple channelsj on us and off-us transa€tions shall be covered as

app cab e.

. Case status, de( s on, reversal and compensation shall be traceab e and available to the customer.

. Manua ntervention shal! be control ed and recorded with reason; it Shall not be used to Suppress aulomaltc

comPensal on
. A customer sha I be informed of the next grievance level and RBI Ombudsman roLrte n the c oslrre/relection response

Immediaie fund rra.i.q

I 
Evidence preservation

Where common .ompro mise s suspected, activate incident respo.se, threar hunling andcustomer lmpact

17. Fraud lnvestigation, Fund Recovery and Law-Enforcement Coordination

Inltiate benefioary-bank/sponsor/switch trace, I en/hold/recall or dGpute act on where legally and oPerationallyavailable.

Presene cBs, apprkation. channer, aurh::ll:".:!",j1rP .!1j1l11!1::1.d rcrvj4:'1h"Ij9*{]
Applyc!rrent RBI fraudrisk directions and internalfra!d governance without prejudicing timely customer relief.

Appiy enhanced monitoring, KYc review, debit restrction/hold and repoftinq in accordance with lawand RBI directions,

cyber ..ident nkage

Paymlrrot gory ll6t tiu.t ll!re Arto{@El / .rdit od.r llmit

14. Failed Transaction TAT and Suo Motu Compensation

Acrndty



18. Customer Communication and Fair Treatment
commun cat on sha be c ear, respectfu, n an accessible language and shalLavord b am nq the customer before
nves I gation.

Aaknow edqemenl sha State the complaint number, disputed amount, date/time received, rmmed ate protect ve act on,
expected next update and escalatioa contact.
Requests For rnformation shall be proportionate; the Bank shall not repeatedly seek documents alreacly avar abte n its
systems

C osure/reiection sha I be reasoned, reference the evidence and policy basis, show compensation/liabillty calcu at on and
provide q rievance escalation.
vu nerable customers shall recelve assisted reporting, branch support and reasonable accommodation.
No fee shall be charged for reporting fraud, blocking an instrument, lodging a complaint or obtaining the decision.

20. Sponsor Bank, Sarvatra and Third-Party Coordination

21. Data Protection, Confidentiality and Record lntegrity
' Complalntand nvesl qat on data sha beusedonlyforlegitmateprevention,investgalron,recovery, egal, regu atory and

customeaserv ce purposeS

' Accessshal be ro e based and loqged; sens t ve authent cation clata shal not be unnecessar ly col ected or reproducecl.

' Customerdatasharedwthsponsorbanks,paymenlsystems,benefcarybanks,vendorsor aw enforcement sha lbe
Llmited, authorlzed and protected.

. Case records, reaordlngs, logs, ev dence ar'rd decis ons sha I be retained aaaord ng to lega /regu atory and Bank Tetent on
requlrements and placed on hold where investigation/lit]gation continues.
Evidence sharr be time-svnchronized, attributabte and protected against arteration or u"ffiyl:aw'$N

assistthe customer and rePort/coordinate as requlred byapplicablelaw RBr directions and casefacts. police comptaint shaI not
be a pr€condition for registrarion or provisionat reti€f.

Credit/reconcile recoveredfunds transparentlyi avoid duplicate benefitwhile ensurinq the customer receives fuI entittement.

Root cause, afiected population, look-back, ruletuning, control correction, sraff/vendor accountabilityand customer notification

19. Grievance Escalation Matrix

Bran.h / 24x7cha.rel/ Cusromer lmhed.rc!!.. !erecrron. Feql5ter .cknowledge, contain a.d rouae.

CentralPayment Channel / Frald
No mean nglu update, disagreementorTATri3k. Rev ew evidence reversa, compensation and partner

Principal Nodal / cnevance Oflic€. a!tlonrer dissar sf ed drh L.re 2 rrrdversc
Independent.easoned review and Iinai Ba.k response

aEO / Customer Protectron Review N4ateralamount, vu nerable clrstomer, system c
ss!e, except on orwa ver.

Final inr€rnal pol.y de.is on and cotre.r ve a.(ion

Reserve Bafk - lntegrated
Ombudsman S.hehe,where

Bank rerpo.se u.s.r sia.r.rl,/rele.ted, or no
rcspo.te,x rhrn 30 dlys, subJe.t to S.heme

Provrde complete timely re.ords rhrough Pr ncipat Nodat

24xTescalation, unique ticker, rransaction rrace, reversat, setttement srarus, togsand root-.ause response.

Defined.ontacts for UPI/lMP5/NFS/NEFI/RTGS; timety d spute, return, compensar on, setttemenr and evidence.

ALrdil trail, accoun!vaiue darinq, reveBal authorizat]on, no unaudited man!at a djusrmenr and incident evidence.

System/log .v.ilabil ty, our.ge rimeline, evidence preseruat on and notificarion ofinfrastr!dure/secur!yfait!re.

Tee.om / sMs / em:, p,ovider Alert generation and delivery evidence, outage report nq and airernare custoher notificaiion.

Contractual obliqarion to meet RBITAT.ndcustomer protecnon requtremenrs, even ifthe nrer p.rty sLA is onger

A t h ird-pany dispute or delayed response shattnor be cited ro posrpone RBt mandated cusromer.r edrt or.cnrpenrruol

A.ituiry

SADHANAsAHAKARI BANK LID. I CUSTOIIIER PROTEOION FROI\,I FRAUOULENTAND FAILEO ELEORONIC IRANSACTIONS POUCY
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22. Management lnformation, KPls and KRls

23. Board and lnternal Audit Reporting
. Quarterly reporting shall include case count and value by ATM, card-present, card-not'present, mobile banking, UPI, IMPS,

NF5, NEFT, RTGS and other channels.

Reports sha I show zero/limited/customer-negl !lence c assificalions, reports within 3 days/4-7 days/beyond 7 days, shadow
reversa 5, final oLrtcomes, compenSat on, TAT breaches and recover es.

Systemic failures, repeat fraud patterns, a ert lai ures, reporl ng channel outages, vendor delays and policy exceptions shal

be highllghted.
InternalAudit shal aeview all unauthorised electronic transaclion cases on a risk-based basis, with full coverage of liability-

imposed, TAT breached, high-value, vLr neTable customer and repeaUsyslem a cases.

The Board/committee 5ha I direct improvernents to systems, pToaedures, customer awareness and vendor controls and

track thern to closure.

25. Exceptions and non-compliance
No exception may reduce a customer entitlement mandated by RBI or law. Any system inability to provide aterts, 24x7 reporting,
automatic reversal, compensation, audit evidence or required TAT shall be treated as a control deficiency, risk-assessed,

immediately remediated and reported to management. Vendor limitations do not constitute an acceptable customer-protection
exception.

25. Training, Awareness and Policy Review
. Branch, call-aentre/customer'service, payment-channel, CBS, SOC, grievance and audit personnel shall receive role'based

training at least annually.

Only

24x7 complaint chan.e ava labilty >s9.5%; outage mmediately escalated Mo.rh y and q!aier y

aomp arnr..knowledgement 100% immediate / automated where possible

Imme d ate prole.lrve rcl o. 100% w thout avoidab e delay C.se and fro.th y d:rhboard.

Shadow reversal within 10 working days

Finalresolution within 90 days

100% eliqlble cases

100%

M onthly ard quarterly Board/committee.

Monthlf any breach to CEo.

Fir ed.rr.nsacnon ruto reversrLw thin RBI TAT Da ly except on and honrh y summary

S!o motu compens.l o. t..ur!.y r00% Monthly reconcii ation.

Case5 where lab lty mpoted Tre.d, ev dcnce qualily.nd .ppeal outcome

Reperl ftaud / mu e / be.ef. rry patterns Da ly nro. toring:n. n.nrhl, f,e.d

Any m:ter al fnLlure nvestig.ted

ThId-pnrty 5LA/TAI b.eaches Zero unresolved criti.al breaches Month y vcndor rcvr.w

ombudsm.n compla nrs / awar.ls Roor.au!e n.d (orrectve acnon Immediate and quafterly Board rev ew

24. RACI Matrix

n)p,rvorr Lcy ana beyond 7 day 
'u 

e

ReO ner.nd a.know ed,le.omp a,ni

rr {r e do.k/.o anment

lir.ow,ere,i: I @npener on

P,r Fr d sDuel r{cvtry

cEtomfl.esporoel esa a of

Requ.tory / 0mbudsman response

t0

t g.lltftrd.5 LFr&lg

ao.tdlaodnnr& cEo,/iLd.lotk. P'yMt/F nl iEnh/ oEioffi filficlaas vG.lorlsp e, lri.n.llldlt
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staff should be trained not to blame customers, demand unnecessary police reports, defer to thlrd parties or close cases
without reasoned evidence.
Customer education shall be repeated through branches, website, app, SMs/email and awareness campaigns.
This policy shall be reviewed annually and whenever RBI/payment-system rules, channels, sponsor arrangiments, fraud
patterns, Ombudsman decisions or Bank systems materially change.

use only
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An n exu re A - Customer Complaint and lmmediate Action Form

Compla,nt / case numbe.

Dare a.d exr.t time re.e ved

Reporting channel and receiving employee/system

cLrstomer name / a.co!nt / .ontact

Tra.sa.t o. .h..ne :efere.ce, datet me and ,rmo!nt

Date/time customer recelved transaction

Date/t mo.!siomer r.st rl scovered th€ transaction

Customer statement and suspected method

Iisrr rent/. rr..e blocked and time

FLrrrher transa.t on prevent on act on

50a/ rra!d jpayment escalation time

sh.dow reversal eligibi ity and due date

Far ed transact o. IAT/compe.sation app cabi ty

Sponsorsw(ch/benef . ary bank ti.ket

Ev dence pr€s€rvat on refere.ce

Next customer upd.te ..d es.a at on eve!

B.nk/system/vendor deficiency p.esent?

Alert qcncr.ted :nd delivered:

Ihrrd pa.ty brea.h with tro customerfault?

ausr.ner repot,ns window:<3 / 4 7 / >7 working days?

Any losr r:por!nq loss?

shrdow reveBal daie/!al!e date?

. Adverse decision: clear reasons, policy/RBI basis, internal appeal contact and RBI Ombudsman information
applicable.

Annexure C - Customer Communication Minimum Content
. Acknowledgement: case number, receipt time, disputed transaction(s), protective action and expected update.
. Shadow reversal notice: amount, value date, provls onal nature and no impact on final rights.
. lnformation request: only necessary items, secure Submission channe and due date.
. closuret findings,liability category, evidence re ied upon, credit/compensation ca culation, date credited and escalation

rights.

Annexure B - Liability Assessment Worksheet

24x7 reporting.hannel available?

Spe.f cproven.ustomernegligenceandcausallnkT

Accounr rype and app .ab e capl

!! .cf,iblc .!sr.mer/€qurtable waiver tactor?

fieU RcqulrEd enEy

Fr .d rrrns..t Dn TAT/.ornpe.rarro. separately applicable2

F nal rc.5o.ed de. sion and approver?
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Outage/systemic incident safe alternatives, fraud-reporting route, expected next update and caution against impostor
communications,

Annexure D = Regulatory Alignment Matrix

This Policy supersedes all earlier instructions, €irculars and policy provisions of the Bank on the same subject matter to
the extent of any inconsistency. The Policy shall remain in force until it is superseded by a subsequent version approved by the
Board of Directors.

{!=&
Mr.Pritam Dhavale

lT Head

This Customer Protection from Fraudulent and Failed Transactions Poliry was placed before the Board of Dire€tors of
sadhana sahakari Bank Ltd. and was approved by the Board of Directors of the Bank vide its Meeting dated 27l1g12026 and
Resolution No. 7('10) . The Policy shall be effective from date 01/04/2026.

Mr. Sanja.

Chief Ex'ecutive Officer

Mr. Rajesh Ramchandra Kawade

Chairman

Fraud prevention /.lerts / 24x7 repordng Co-operative-bank customer liability circular, t 4 Dec 2Ol 7

zero / limited liability and burd€n ofproof EO 10002 fakness and complaint handlinq

lGday shadow reversal/ 90.day resotution r5O 10002 timehness anci eifecrrveness

Failed transaction TAT / compensarlon iSO 10002: I5O 11000

DPSS.CO.PD No.1 1 5/02. r 2.004/2020,2 i

RB-IOS 2021, as am€nded

Fraud monitorlng / nrule detection Fraud Risk Management Dire.tions; I(YC Dire.tion

Evidence /.yber llnkage / privacy

rr W--'
xv/

R8, requlrcm€nt / soui.€ ISO aligntn6nt

ISO 10002; ISO/IEC 27001 inrident and

RBr/201718/10e

Rtstl20tJ.18l109

DPSS.CO.PD No.629/02.01 .01 4 12019.20

ooR ISO r0003

Ombudsman / external redress ISO 10001

ISO 11000; iSO/lEC 27001

UCA (yber ,ramework; CERT-In / appttcable piva(y
ISO/lEC 27001; ISO/tEC 27701
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?'T-,.,9/ uenu \i
a\oFFrcE/.i

Q"\::/">




